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Reassemble Entire Trace File will eliminate line-by-line paging of frames in a very large trace.
Increase Maximum Number of Detail Lines displayed in decode Detail pane: important with
HTTP, LDAP, etc.
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Enable Cumulative Bytes used with the Mark to gauge file transfer performance.
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Change the protocol colors to ones that will visually stand out amongst its peers:
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Collapse the protocol list in the decode Detail pane to permit faster viewing.
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Change the display font to a crisper one that will permit longer viewing times. Set as Defaulit.
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Zero out the Wireless, WAN, and ATM Max Objects if you’re Sniffing Ethernet.

Wireless has been left at 100 below because this user opens Wireless traces on occasion.
Decrease Class D Multicasts to 100, too. No point in wasting memory on resources that will
probably not be used to their maximum.

Increase Connection Max Objects to at least 5000. Increase to 10,000 on Infinistream.

Expert Ul Object Properties
RIPOptions |  “olP Options | Mobie Options | 80211 Options |
Dbjects l dilarmsz ] Pratocols ] Subnet kMasks ]
Ohbject Analyze |Max Ohjects | Est. Memary fad
Service Yes 1000 TO0k
Application Yes 1000 1,180k
Session Yes 1000 930k
Connection Yes 10000 18,300k
flulticast Yes 100 100k
Station Yes 1000 SO0k
DLC Yes 1000 [
Wireless Yes 100 a1 ,200 el
Total E=t Memary: 24 002K,
v “Expert During Capture Data Update Rate [zec): 1
[v Recpcle Expert Objects Reszarting Hate [zec]: | G0
Alarms
larm M agimur; (10000
v Becycle Alamns
k., | Cancel Help




Increase Alarms Maximum to at least 3000, especially if you’re capturing from a Distribution or
Core switch. Increase to 10,000 on Infinistream.

Expert Ul Object Properties
RIP Options |  WolP Options | Mobie Options | 80211 Options |
Objects l Alarms ] Frotocolz ] Subnet Masks ]
Ohiject Analyze (Max Objectz | Est. Memory fad
AT Host Yes 0 0
ATh SubHost Yes 0 0
AT Lirk Yes 0 0
AT Mode Yes 0 0
Glokal Yes S0 50,000
Route Yes 1000 12K L
Subnet Yes 1000 100K, 1
Subnet Pair Yes 1000 212K 'v'
Tatal Ezt Memary: 24 002K,
v Expert During Capture Data Update Rate [sec): 1
[v Recycle Expert Objects Reszarting Fate [zec]: | G0
Alarms
Alarm Maximum; 10000
v Recycle Alarms
k. | Cancel Help




Adjust key Expert Object Alarms.

Expert UI Object Properties d |

RIP Options | WolP Dptions | 802.11 Options |
Objectsz Alarmsz I Frotocolz I Subnet Mazsks
0|1 | Description Walle N

Severity Miror
Alarm Logged Mo
TP Fast Keep-Alive Time (msec) 0

~[=l| Too Many Retransmissions 10%, CriticalDizag
Severity CriticalDiag
Alarm Logoed Mo
Retransmizsion %% 10

~[=]| UDP Bouncing Frames CriticaliDiag, Logged
Severity CriticalDizg
Alarm Logged Yes

=l wWindowy Frozen 2000ms, hinar
Severity Minor
Alarm Logoed Mo
Windowe Frozen Time 5000

(=] Windowy Size Exceeded hdinar LI
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Expert UI Object Properties

2

RIF Options | WolP Options | 20211 Options |
Objects Alarms Protocols I Subnet Masks
1] |1 Drescription Walue -
=l windowy Frozen S000m:z, hinar
Severity hinor
Alarm Logoed Mo
Windowe Frozen Time S000
(=] Wyindowy Size Exceeded Minar
Severity hlinar
Alarm Logged Mo
<=l Zera Windowy Too Long 2000ms, CriticalDiag, Loggec
SEVErity CriticalDizg
Alarm Logoed Yes
LeroWindow Time S000
Multicast
Station
DLC
Wireless j
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Expert Ul Object Properties
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RIP Options |  WolP Options | Mobie Options | 80211 Options |
Ohbjects Alarmns Protocaolz I Subnet Maszks
1] |1 Drezcription Yl
Service
Application
Session
= | Connection
~[=l| Ack Too Long 200mz, Minar
Severity Minor
Alarm Logoed Mo
Long Ack Time 200
(|| Fast Retranzsmiz=zion 100ms, Minar
Severity Minor
Alarm Logoed Mo
Fast Retransmission Time 100
-{=l| GRE RP Irterface Registration Failure hajor
Severity hajor
Alarm Logoed Mo M
Bezet Reszet All |
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Add the subnet mask(s) only for the subnet you are attached to or SPANning/mirroring.
Five symptoms and diagnoses are dependent upon the correct subnet mask(s) for the
attached network.

Expert Overview’s Subnet Objects is dependent upon this configuration, too.

Expert UI Object Properties 7| x|
RIF Options | WolP Options | 80211 Options |
Objects I &larms I Praotocols Subnet Masks
# |IP Net Address | Subnet Mask | Add
|1 | =Clazsi= 235000
|2 | =ClazsB= 25523500 Dielete |
|3 | =Clag=Cs 2352532330
4 |10.10.10.45 255253255240
3 (10101064 255.255.255.24:]

k., I Cancel Apply Help




Disable RIP if you use other routing protocols on the attached network segment.

Objectsz | Alarmz I Frotocolz I Subnet Masks I
RIF Optians | woPoOptons | @0211 Options

Ma traffic ana

Router Source |IP Address MAC Address Add Router

Delete

di

Subnet: Source  |IP Subnet Address Add Subnet

Delete

di

¥ &uto Discover Subhets
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Change the Dashboard to suit a 100Mbps switched environment.
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Enable Real Time decodes if you need to see immediately see the results of your network
configuration changes, otherwise, disable to save CPU cycles.

R (x|

General Feal Time | MAC Thresh-:uldl &pp Threshl:ull:ll &larmm I Frotocaols 4 I ’I

Befrezh Bate: |1 TEC

For Real Time Decode mode o start autamatically when a capture iz started,
you must zet the "when butfer iz full' option to "'Stop capture” in the Define
Filter - Capture dialog bow. Thiz buffer zetting must be zpecified in the capture
filter applied during capture.

k. I Cancel

Replace the existing UDP/TCP protocols list with a more comprehensive one using weblink
http://www.networkhorizons.com/08-Analyzer Tweaks/Protocols/Protocols.xls
There is a link to Microsoft for an Excel viewer if you don’t have Excel.
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Feal Timel b AT Threshu:uldl App Threshnldl fiarm Protocals | Protoco 4 I *I

Mame Part =
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2 Cizcard ]
E CharGen 19
4 FTP_Data 20
5 FTP_Ctrl |
=] S5H 22
v Telnet 23
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10 | whois 43
11 | TACACS 49
12 |onMsiToR) 53 |
Tce [UDP | IPx |
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1 W= (GMP
2 Wholz(UDF) 43
3 DNECUDF) a3
4 DHCP= 67
= TFTP 5]
5] Kerberos(UDR) ag
v SNTP 123
g WIS 137
9 Brovwezer-Metlogon-hailzlots 138
10 | ShhP 161
11 | SMMP _Trap 162
12| IR 194 |
TCF upp [IRx |
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Increase the minimum capture filter Buffer Size to 63MB from 8MB (max 384MB. Want more?
use Infinistream).

Set When Buffer is Full to Stop Capture if troubleshooting, set to Wrap Buffer if running
continuously.
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